Android zero-touch
enrollment Frequently
Asked Questions

(FAQs) for the enterprise
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Overview

Zero-touch enroliment allows your IT
department to deploy corporate-owned
devices in bulk without having to manually
set-up each device. Users just open the box
and start using the device with management,
apps, and configurations all set.

Zero-touch enrollment streamlines device
provisioning down to very few steps for your
users and gets them up and running with their
enterprise device quickly. It also ensures your
users’ devices remain managed, even after
factory resets.
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Q1. What IT challenges does zero-touch enrollment help address?

Q2. What are the advantages of zero-touch enrollment?

Q3. What is a work-managed device?

Q4. Does zero-touch replace the way we previously provisioned devices?

Q5. Are there any requirements to participate in zero-touch enrollment?

Q6. How does zero-touch enrollment work?

Q7. What do | need to be able to deploy Android devices through zero-touch?

Q8. Can | buy devices directly from Google, Amazon, or others then set up with zero-touch enrollment?
Q9. Which devices are eligible for the zero-touch enrollment program?

Q10. Where is the zero-touch enrollment available?

Q11. Is there a minimum number of devices to purchase to qualify under the zero-touch program?
Q12. How do | enroll my devices?

Q13. Which Enterprise Mobility Management companies (EMMs) support zero-touch enrollment?

Q14. | use multiple Enterprise Mobility Management ToolsServers (EMMs). Can | connect multiple
EMM ToolsServers to zero-touch enrollment?

Q15. How do | get started?

Q16. How do | associate a Google account with my corporate email?
Q17. How do | access the zero-touch enrollment portal?

Q18. How do | provision my devices?

Q19. How do | add a configuration?

Q20. Can | select the management options for each device including modulating the level of
management for each device?
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Q21. Can | assign a default configuration?

Q22. How can | apply configurations to devices?

Q23. Can | apply a configuration to a single device?

Q24. Can | apply a configuration to many devices at the same time?

Q25. What is the device configuration CSV file format and how do | use it?

Q26. Can | unregister a device that has been enrolled in zero-touch?

Q27. How do | activate additional carriers or resellers?

Q28. How can | deactivate a reseller?

Q29. Can | see my Customer ID in the portal itself?

Q30. How is access to the portal determined?

Q31. How can | confirm my account role?

Q32. How can | add team members?

Q33. How can | delete team members?

Q34. What | should do if | have any problems with a device?

Q35. What if the device isn't supposed to be corporate managed?

Q36. Can | enroll previously purchased devices under the zero-touch enrollment program?
Q37. Can | restore from a backup while setting up an enrolled device?

Q38. What will my users need to do to complete setup?

Q39. How does zero-touch enrollment differ from Knox Mobile Enrollment and Knox Configure?
Q40. Can a customer who is already using Knox Mobile Enrollment use zero-touch going forward?

Q41. Where do | go to get more information and support?
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Historically, when an IT admin was looking to enroll
Android devices into mobile management, they would be
required to open the box and perform actions on the
device. This was typically an NFC-bump or the scanning
of a QR code.

With zero-touch enrollment, the IT admin configures the
device in the cloud and the device

is sent directly to, and is automatically enrolled by, the
end-user during initial setup.

Devices provision themselves, out of the box, as
work-managed devices. Advantages include:

e  Your IT admins don't need to provision individual
devices because a config can be automatically
set for purchased devices in bulk.

e  You stay in control of their devices at all
times—even after factory resets.

° End users, after receiving a boxed device, just
need to signin.

Zero-touch enrollment stores each user’s provisioning
config for a device. After starting up,

a device checks for a provisioning config. If your
company has assigned the device a config, the device
provisions itself. The device downloads and installs the
chosen device policy controller (DPC) app. The DPC app,
using the customer's config data, provisions the device.

The work-managed device solution set is designed for
corporate-owned devices that are used exclusively for
work and no personal use. This allows admins to
manage the entire device and enforce an extended range
of policy controls unavailable to work profiles, but
restricts the device to only corporate use.

No, corporate-owned devices can be provisioned in
several different ways, including zero-touch enrollment,
EMM token, NFC-bump and the scanning of a QR code.
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To use zero-touch enrollment, you'll need the following:

e Android Oreo (8.0)

e A compatible device purchased from a reseller
partner

e An enterprise mobility management (EMM)
provider supporting work-managed device
mode.

Zero-touch enrollment is a streamlined process for
Android devices to be provisioned for enterprise
management. On first boot, devices check to see if
they have been assigned to an enterprise. If so, the
device initiates the work-managed device provisioning
method and downloads the correct device policy
controller app, which then completes setup of the
managed device.

To configure a device with zero-touch enrollment, the
enterprise is allocated a set of devices. The process
begins with the manufacturer, who creates a set of
device identifiers and passes that to the reseller, who
uploads a mapping of the device identifiers to a
customer, who finally configures the correct
provisioning parameters for the allocated devices.

Enterprise customers purchase devices from a carrier
1. Carrier creates new customer zero-touch
enrollment accounts

2. Carrier assigns devices to customers

3. Enterprise customers create EMM configs for
their enterprise

4, Enterprise customers map purchased devices
to EMM configs

5. Carriers ship the devices to end user locations

6. End users turn on their new device.


https://docs.google.com/document/d/16Qwg3UTDjDGU6DYbZZvsu6GEd6S-SV1y7ZqW5AAmPFI/edit?ts=59c18e15#heading=h.ayoa9cff1wf0
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Your organization can utilize zero-touch enrollment if it
buys its Android devices from a participating
zero-touch carrier or reseller. Click here for
participating carriers.

If you're already provisioning devices with zero-touch
enrollment, give the zero-touch carrier or reseller your
account ID.

Not at the present time. We plan to add this ability in
the future. Eligible devices must be be purchased
directly from a Google partner or enterprise reseller
and not through a consumer store. Click here for
participating carriers.

For a list of supported devices please click here.

The zero-touch enrollment program is available in
territories covered
by the carrier partners listed here.

No minimum number of devices required.

Devices purchased from a zero-touch carrier will be
assigned to your account in the zero-touch portal.
From here, IT admins can create Enterprise Mobility
Management (EMM) configurations and apply them to
the devices.

|} || RedLine

SOLUTIONS

Most EMM providers (for Android) support zero-touch
enrollment. Click here and scroll down the webpage to
view the list of eligible vendors.

You can also use the zero-touch enrollment portal to
check which EMMs are supported. Create a new
configuration or edit an existing one. Click EMM DPC to
see the EMMs you can use with zero-touch enrollment.

Yes. IT admins can create configurations for each EMM
tool and assign these to devices. You can link one or
more EMM servers to the zero-touch enrollment
program and assign devices to each server.

Start by purchasing zero-touch enrollment devices. Your
reseller sets up your portal account when your
organization first purchases devices registered for
zero-touch enrollment.

Your reseller might ask you to provide your corporate
email address. You'll need a Google account, associated
with your corporate email, to use the portal. See
Associate a Google account below. Don't use your

personal Gmail account with the portal.

If you don't have a Google account associated with your
corporate email, follow the steps below:

1. Go to Create your Google account

2. Enter your name

3.  Set Your email address to your corporate email.
Don't click | would like a new Gmail address

4, Complete the remaining account information

Click Next step

6. Follow the on-screen instructions to finish
creating your account.

o

See the Google Account help center to help you and
learn more about your new account.



http://www.android.com/enterprise/management/zero-touch
http://www.android.com/enterprise/management/zero-touch
http://android.com/enterprise/device-collection/
http://www.android.com/enterprise/management/zero-touch
http://partnerdash.google.com/zerotouch
http://www.android.com/enterprise/management/zero-touch
https://docs.google.com/document/d/16Qwg3UTDjDGU6DYbZZvsu6GEd6S-SV1y7ZqW5AAmPFI/edit?ts=59c18e15#heading=h.gkizhxwlenax
https://accounts.google.com/signupwithoutgmail
https://support.google.com/accounts
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Your carrier or reseller sets up your portal account
when your organization first purchases devices
registered for zero-touch enrollment. They will send
your Account ID and the link to the zero-touch portal.
Open the portal. You will need to sign in with your
Google account.
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Before you add a configuration, check that you have

access to your EMM console. To add a configuration for

your organization's devices, follow the steps below:

1. Open the zero-touch portal. You might need to

sign in
2. Click Configurations in the sidebar
3. Click + in the Configurations table.

Use the notes below to help you complete the new
configuration panel:

Configurations

Devices

Users

Resellers

You can set a default configuration
for devices in your organization, or
you can upload custom
configurations via a XML file with a
JSON script. Consult your reseller’s
and EMM'’s instructions for how to do

this. See Configurations

Search for devices that match
specific configurations. Using this,
you can also create a default
configuration.

As an admin, you can create
additional users in your organization.

Grant your reseller access to your
management portal. You can add
additional resellers using this if you
need to share customer accounts
with multiple resellers.

You set provisioning options for your devices using a
configuration. Each configuration combines the
following:

The EMM device policy controller (DPC) you
want to instal on the devices

EMM policies you want to enforce on the
devices

Metadata that's displayed on the device to help
your users.

Your organization can add more configurations as you
need them. However, zero-touch enrollment helps you
most when you set a default configuration that's
applied to any new devices your organization buys.

Name. Give your configuration a name that
describes its purpose. Choose a short, descriptive
name that's easy to find in a menu.

EMM DPC. Select your EMM's DPC app. If you
don't see your EMM's DPC listed, contact your
EMM provider to confirm that they support
zero-touch enrollment.

DPC extras. Set your organization's EMM policy
data that's passed to the DPC. Copy the
JSON-formatted text from your EMM console.
Company name. Set this to the name of your
organization. Zero-touch enrollment shows the
company name to your device users in a support
panel during device provisioning. Shorter names
that are easily recognized by your organization's
employees work best. You can use uppercase or
lowercase letters (without accents) and spaces.
Contact email. Set this to an email address your
device users can contact to get help. Zero-touch
enrollment shows the email to your device users
in a support panel before device provisioning.
Because device users can see the email but can't
click it to send a message, choose a short email
address users can type on another device.
Contact phone. Set this to a telephone number
your device users can call, using another device,
to get help. Zero-touch enrollment shows the
number to your device users in a support panel
before device provisioning. Use the plus sign,
hyphens, and parentheses to format the
telephone number into a pattern your users
recognize.

Custom message. Optionally add one or two
sentences to help your users contact you.
Zero-touch enrollment shows your message to
device users in a support panel.

Now that you've made one, you can apply a
configuration to some or all of your devices.


http://partnerdash.google.com/zerotouch
https://docs.google.com/document/d/16Qwg3UTDjDGU6DYbZZvsu6GEd6S-SV1y7ZqW5AAmPFI/edit?ts=59c18e15#heading=h.sk82a7epdw9
https://www.android.com/enterprise/device-collection/
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Yes. An IT admin can create multiple configurations
with different policies to enforce. These configurations
can then be applied to selected devices.

Choose a default configuration that's applied to any
new devices your organization buys. Follow the steps
below:

1. Open the portal. You might need to sign in

2. Click Configurations in the sidebar

3. Select the configuration you want applied to
new devices in the Default configuration panel

4. Click Apply.

Use the portal to apply configurations to devices or
unregister devices from zero-touch enrollment. After
you apply a configuration to a device, the device
automatically provisions itself on first boot, or next
factory reset.

You can apply a configuration one device at a time by
selecting devices in the portal. Follow the steps below:

1. Open the portal. You might need to sign in

2. Click Devices

3. Find the device you want to apply the
configuration to

4.  Set Configuration to the configuration you want
to apply or select
No config to temporarily remove the device
from zero-touch enrollment.
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You apply a configuration to devices by uploading a CSV
file. A CSV text file represents a data table, and each line
represents a row in that table. Commas separate the
values in that row. A new line means a new row of data.

Each row in the CSV file lists the ID of the configuration
you want to apply and a device identifier of the device
you want to apply it to.

Prepare a CSV file containing your device and
configuration information. You can download a sample
file (by following steps 1-4 below) to help you get
started. Alternatively, if you want to start with a blank
file, learn about the fields needed by reading Device
configuration CSV file format

Check that the CSV file you upload to the portal is
smaller than 50 MB because that's the largest file the
portal accepts. If you have more than 50 MB of data,
consider splitting the file into smaller files. When you've
prepared your CSV file, follow the steps below:

Open the portal. You might need to sign in
Click Devices

Click : in the Devices table header

Click Upload batch config updates

Select your CSV file from the file picker
Click Upload.

S o

After the file uploads, the portal processes the data
rows. When processing finishes, the portal shows a
notification with a link to an upload status page. You
also receive an email summarizing the processing of
your CSV data. Click the See details button in the email
to open a status page. The status page lists each device
that wasn't assigned a configuration with a reason for
the error.

If you close your browser window after the CSV file
uploads, the portal continues to process your data. To
know when the portal finishes processing your data,
check your email inbox for the status email.

When you receive the processing summary email, check
for any errors, and if everything went well, let your
customer know that they can see the purchased devices
in their portal.


https://docs.google.com/document/d/16Qwg3UTDjDGU6DYbZZvsu6GEd6S-SV1y7ZqW5AAmPFI/edit?ts=59c18e15#heading=h.8484tzmmxqvg
https://docs.google.com/document/d/16Qwg3UTDjDGU6DYbZZvsu6GEd6S-SV1y7ZqW5AAmPFI/edit?ts=59c18e15#heading=h.8484tzmmxqvg
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Q25. What is the device configuration CSV
file format and how do | use it?

To apply a configuration to devices, you upload a CSV
file. The snippet below shows the CSV field format with
example values:

The following table shows the field values you use in
your CSV file:

modemtype,modemid,manufacturer,profiletype,profileid

IMEI,123456789012347,Google,ZERO_TOUCH,9876543210

modemtype IMEI Always set this value to
IMEI using uppercase

characters.

modemid 123456789012347 | Set this value to the
device’s IMEI
number—the GSM
network identity for the
device. This field is
used to match a
device.

Set this value to the
device manufacturer’s
name. You need to
make sure this is one
of the names listed in
Manufacturer names.
This field is used to
match a device.

manufacturer | Google

profiletype ZERO_TOUCH Always set this value to
ZERO_TOUCH using
uppercase characters.

profileid 54321 Set this value to the

numeric ID of the
configuration you want
to apply to the device.
To see the ID for a
configuration, check
the table's ID column in
the Configurations
page. Set this value to
0 (zero) to temporarily
remove the device
from zero-touch
enrollment.

|1]|| RedLine

SOLUTIONS

Q26. Can | unregister a device that has been
enrolled in zero-touch?

You can unregister devices from zero-touch enrollment.
You might need to unregister a device when you transfer
ownership. You can unregister one device at a time by
selecting devices in the portal.

When you unregister a device, you need to contact your
carrier or reseller if you want to register the device into

zero-touch enrollment again. Consider removing the
configuration, if you want to temporarily exclude a device
from zero-touch enrollment.

To unregister a device, follow the steps below:

1. Open the portal. You might need to sign in

2. Click Devices

3. Find the device you want to unregister in the
Devices table

4. Click Unregister in the device row

5. Click Confirm in the confirmation panel.

Q27. How do | activate additional carriers
or resellers?

To activate a new carrier or reseller, follow the steps
below:

1. Open the portal. You might need to sign in

2. Click Resellers in the sidebar

3. Find the reseller you want to work with in Other
Resellers

4, Click Enroll in the reseller row

5. Click Confirm.

Because your organization already has a zero-touch
enrollment account, you can continue

to use the same account by giving your customer ID to
your new reseller before you purchase devices.
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To stop a reseller assigning devices to your
organization, you can deactivate the reseller.
Deactivating a reseller doesn't affect the configured
devices you purchased from the reseller.

Deactivate a reseller by following the steps below:

1. Open the portal. You might need to sign in

2. Click Resellers in the sidebar

3. Find the reseller you want to deactivate in
Active Resellers

4, Click Delete in the reseller's row

5. Click Confirm.

If you mistakenly deactivate a reseller, follow the steps
in Activate a reseller to revert the deactivation.

Before you buy devices from a new reseller, give your
customer ID to the reseller. To see your customer ID,
follow the steps below:

1. Open the portal. You might need to sign in

2. Click Resellers in the sidebar

3. Select My customer ID in the first table row to
see your Customer ID.
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Your organization manages the users that have access
to the portal.

Your organization's portal users can be owners or
admins. Owners share the same access as admins but
can also add, delete, and edit your organization's portal
users. The following table compares the capabilities of
the owner and admin roles.

Add, edit, and delete v v
configurations

Apply configurations v v
Unregister devices v v
Activate and deactivate v v
resellers

Manage your organization's v

users

Follow the steps below to check your account's role:

1 Open the portal. You might need to sign in

2. Click Users in the sidebar

3. Look in the Role column to see your account's
role.


http://todo
https://partner.android.com/zerotouch
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Before you start, check your account role to ensure that
it is Owner. You need to be an account owner to add
team members. Give portal access to new team
members by following the steps below:

1. Ask your team member to associate a Google
account with their corporate email. Your team
member can follow the instructions in
Associate a Google Account

2. Open the portal. You might need to sign in

3. Click Users in the sidebar

4, Click +

5. Set Email address to the team member's
corporate email

6. Select a Role

7. Click Apply.

The portal doesn't notify your team member that they
have access. You need to contact your team member
and tell them about their new portal access.

Before you start, check your account role to ensure that
itis Owner. You need to be an account owner to delete
team members. To remove a team member's access to
the portal, follow the steps below:

Open the portal. You might need to sign in
Click Users in the sidebar

Click Edit in the account row you want to delete
Check that the account is correct because the
portal deletes the account without warning and
you can't undo the action

5. Click Delete.

Awn -

If you accidentally delete an account, re-add it by
following the instructions in Add team members above.
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First, check the device supports zero-touch enrollment.
Confirm the device model is listed in Which Android
devices are supported?

Next, check that the device is registered for zero-touch
enrollment using the portal. Find the device using the
hardware identifier, such as the IMEI number. If you
don't find the device, contact the device reseller and ask
them to register the device.

Finally, confirm that you applied a configuration to the
device. Find the device using the portal, and check the
Configuration column of the table. Devices without a
configuration behave do not provision themselves.

If your reseller registers the device or you apply a
configuration, remember that you'll need to factory reset
the device for zero-touch enrollment to provision the
device.

First, confirm that the device isn’t registered with your
organization’s zero-touch enrollment. Find the device in
the portal using the hardware identifier, such as the IMEI
number. If you find the device, click Unregister.

Next, contact the device provider—the organization that
manages the zero-touch configuration for the device. To
discover how to contact the provider, follow the steps
below:

1.  Factory reset the device

2. Click the link to contact your device's provider in
the Your device at work screen

3. Make a note of the telephone number, email
address, and the identifiers in Device
information.

Contact the provider, and ask them to unregister the
device from zero-touch

enrollment. Include the identifiers you noted previously.
You might want to

include a link to this page.


https://docs.google.com/document/d/16Qwg3UTDjDGU6DYbZZvsu6GEd6S-SV1y7ZqW5AAmPFI/edit?ts=59c18e15#heading=h.6hxquwkxdr04
https://docs.google.com/document/d/1nWzOHcbdY1VF3XbvE5P73BP8PKIwlfT-TPlPboRUFq0/edit#heading=h.rh6szcnat14u
https://partner.android.com/zerotouch
https://docs.google.com/document/d/16Qwg3UTDjDGU6DYbZZvsu6GEd6S-SV1y7ZqW5AAmPFI/edit?ts=59c18e15#heading=h.ddjp2cfwyjnd
https://partner.android.com/zerotouch
https://docs.google.com/document/d/16Qwg3UTDjDGU6DYbZZvsu6GEd6S-SV1y7ZqW5AAmPFI/edit?ts=59c18e15#heading=h.6hxquwkxdr04
https://docs.google.com/document/d/1nWzOHcbdY1VF3XbvE5P73BP8PKIwlfT-TPlPboRUFq0/edit#heading=h.haf6ppaj8l3y
https://docs.google.com/document/d/1nWzOHcbdY1VF3XbvE5P73BP8PKIwlfT-TPlPboRUFq0/edit#heading=h.haf6ppaj8l3y
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Q36. Can | enroll previously purchased
devices under the zero-touch enroliment
program?

Not at the present time. We plan to add this ability in
the future.

Q37. Can I restore from a backup while
setting up an enrolled device?

Yes, provided that backup and restore is supported by
the DPC selected by the IT admin

Q38. What will my users need to do

to complete setup?

Users just open the box, connect to WiFi and start using
the device with management, apps and configurations
all set up.

Q39. How does zero-touch enrollment differ
from Knox Mobile Enrollment and Knox
Configure?

Zero-touch is designed to enroll a device into a specific
configuration known as work-managed device. KME
offers support for certain Samsung devices prior to
Android Oreo with a portfolio of Samsung devices that
go back to Android Lollipop. KME is also able to set up a
device in work managed device mode but can support
other configurations based on support by EMMs.

Knox Configure is a cloud-based service that allows IT
admins to remotely configure a large number of
Samsung devices and tailor device software and
hardware features to meet specific business needs.
Knox Configure effectively allows off-the-shelf Samsung
devices

to be turned into purpose-built appliances via advanced
device configuration capabilities.

||||| | RedLine

SOLUTIONS

Q40. Can a customer who is already using
Knox Mobile Enrollment use zero-touch going
forward?

Customers who are already using KME may also use
zero-touch without interoperability issues. However,

customers should select only one enrollment service per
device as only one service can be used.

Q41. Where do | go to get more information
and support?
Customers should reach out to their carrier or reseller

first. If you need additional information or support, visit
the Android zero-touch webpage.



https://developers.google.com/android/work/prov-devices
https://www.android.com/enterprise/management/zero-touch
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Android Enterprise

Built for business. Backed by Google.

Visit android.com/enterprise
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